








SAFEPOST —
the key drivers:

Common Postal
Security Space

The common postal security space

and ICT Platform will use a generic
SAFEPOST framework, or operating
model, which aligns EU Policy and
Legislation with IT security management
and industry wide best practice
processes, through a shared network.
The security ‘space’ will be integrated
with the latest screening systems,
target and threat handling reasoning
and information sharing via a universally
trusted postal security stamp.

Screening Systems

The project will examine and demonstrate
cutting edge technology solutions for
distributed and centralised screening
systems, which avoid disruption of the
postal flow. These will enable postal
items to be examined both externally
and internally, using explosive and
trace vapour detector sampling, image
recognition and comparison, radiation
detectors and various laser and
spectroscopic technologies.

Targeting & Threat

Handling Reasoning

SAFEPOST is developing a target and
decision support system which will
combine information from disparate
sources to conduct risk assessments.
The goal of this information gathering

is to assess the risk that a parcel is a
potential threat throughout the entire door
to door postal delivery supply chain. The
system will discover potential threats

in real time and will assess those not
detectable by physical screening. When
a threat is detected, action is needed
immediately. This system will help users
to decide on which plan to follow based
upon the threat, time and resources
available.

The Postal Security

Stamp

The PSS connects the SAFEPOST
system together. It envisages postal
items and receptacles having universal
security stamps which capture, place of
origin, destination, content information,
screening history, image comparison
data, track and trace mechanisms. The
information can be traced with live data
held centrally for access by authorised
stakeholders.



The SAFEPOST
Risk Model
identifies:

e |oss Events including:
— Threats causing loss events
— Consequences
— Preventative controls
— Reactive controls

e (Gaps where controls do not match
the threat probabilities and loss event
consequences

e Links between common threats,
follow-on loss events and common
controls

e Quantification of consequences

e The effectiveness of control measures
and the consequence costs

e Security & Operations Performance
Management

The SAFEPOST
ICT Platform

In order to be effective, a security
network needs to acquire data,
manage, interrogate and share it
efficiently among a wide variety of
stakeholders with differing needs at
different geographical locations. The
SAFEPOST ICT Platform will help the
security stakeholders in different parts
of the postal delivery supply chain to
establish their own data exchange
systems and communications with
other providers or national and EU
applications. Essentially it will help
stakeholders establish interoperable
applications consistent with the
PostEurop Security Framework.

The SAFEPOST Pilots

As a practical demonstration of
SAFEPOST’s methodology, pilots

will be run at Geo Post (Group La
Poste), Correos and other PostEurop
members Postal operators to show
how the developed solutions can work
effectively in actual operations.

The pilots will show how the Postal
Security Stamp data will work,

the operation of the ICT Platform
and information sharing between
stakeholders including , routing,
tracking and vehicle prioritisation
optimisation software and various
screening technologies.




The SAFEPOST
Partners

PostEurop, Association of European
Public Postal Operators, Belgium

BMT, BMT Group Limited
United Kingdom

GEOPOST (Group La Poste), France

FOI, Totalforsvarets Forskningsinstitut,
Sweden

Tellusecure, Tellusecure AB, Sweden
MJC?, MJC? Limited, United Kingdom

Inlecom, Inlecom Systems Ltd,
United Kingdom

Correos, Sociedad Estatal Correos y
Telegrafos SA, Spain

ATOS, Atos Spain SA, Spain

NEN, Stichting Nederlands Normalisatie —
Instituut, The Netherlands

CORTE, Confederation of Organisations
in Road Transport Enforcement Aisbl,
Belgium

Hellenic Post - ELTA Ellinika
Tachydromeia SA, Greece

Marlo, Marlo AS, Norway

ZLC, Fundacion Zaragoza Logjistics
Center, Spain

K-NET, K-Net S.A, Greece

Conceptivity, Conceptivity SARL,
Switzerland
Iceland Post, Islandspostur Hf, Iceland

UNIGE, Universita Degli Studi Di Genova,
[taly

CBRA, Cross-Border Research
Association, Switzerland

EOS, European Organisation for Security
SCRLZ, Belgium

For more information on the SAFEPOST
Project, downloadable material and news
items, please visit the project website
www.safepostproject.eu.

SAFEPOST receives funding from

the European Commission, Security
Research under the Seventh Framework
Programme for Research and
Technological Development.
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